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1 BBEAEHME

HacToswuii JOKYMEHT COAEPKUT ONUCaHMA NPOLLECCOB YCTAaHOBKKU nNpoaykTa SOFROS OneView:

e B Pasgene 2 onucaH npouecc yCTaHOBKM MPUKAAAHbIX KOMMNOHEHTOB NpoayKkta SOFROS

OneView, BK/OYAIOWMIA NOATOTOBKY K YCTaHOBKe, ycTaHoBKY DATAREON Platform u

nolarosyto ycTaHOBKYy npoaykta SOFROS OneView;

e B Pasgene 3 onncaHbl HACTPOMKM KOHPUTYpaLMoHHOro daiina config.json.

1.1 COKPALLEHMA N OBO3HAYEHMA

B HacToALLeEM AOKYMEHTE UCNONb3YIOTCA C/ieaytolme TePMUHbI M onpeaeneHns:

Active Directory (AD)

LleHTpannsoBaHHaA cnyxkba ynpasneHua naeHTUYHOCTbIO, pa3paboTaHHan
KomnaHunen Microsoft gna ceteBbix onepaunoHHbIXx cuctem Windows
Server.

API

Application Programming Interface — 3To nporpammHblit MHTepdeic
NPUAOKEHNIN, HABOP NPaABMA U UHCTPYKLMIA, C NOMOLLbIO KOTOPbIX pasHble
NpPorpammbl B3aMMOAENCTBYIOT APYT C APYTOM M 06MeHMBaAOTCA AAaHHBIMU.

DATAREON Platform

Macwrabupyemas U oTKasoyctoumBas low-code nnatdopma ann
ynpaBaeHnAa KOPNnopaTUBHbIMU JAHHBIMU N UHTErPALMOHHBIMU NOTOKAMM.

Swagger Habop MHCTPYMEHTOB C OTKPbITbIM MCXOAHbIM KOAOM A/s pa3paboTKy,
OOKYMEHTUPOBaHMA M TecTupoBsaHua API.

Frontend Obnactb paspabotkm IO, KoTopas ¢oKycupyeTca Ha Co34aHUu
No/1b30BaTe/IbCKOro UHTepdeiica U B3aMMOAeNCTBMM NoAb30BaTeNA C Beb-
npUAoXKeHnem.

Backend CepBepHas 4acTb Beb-NpUNOXKEHWs WAWM caliTa, KoTopasa oOTBeYaeT 3a

06paboTKy AaHHbIX, ynpaBaeHne BWU3Hec-10TMKOM U B3aMmoZelncTBMe ¢
6a3amn AaHHbIX.

ClickHouse keeper

CepBuC KoopguvHauun u ynpasneHusa Knactepamu ClickHouse, 3ameHa
Apache ZooKeeper. PaspaboTtaH cneuuanbHo ana pabotbl ¢ ClickHouse,
ONTUMM3NPOBaAH Nog, paboTy C 3TON KONOHOYHOM 63301 AaHHBbIX.

nginx MporpammHoe obecrneyeHme ¢ OTKPbITbIM UCXOAHbIM KOAOM AN1A CO34aHUA
Beb-cepBepoB.

Docker Mnatpopma KOHTEMHEPU3ALMU C OTKPbITbIM WCXOAHbIM KOAOM ANA
pa3paboTKn, TECTUPOBAHUSA, AOCTAaBKN U 3aMyCcKa NPUIOKEHUI B cpeaax C
noAnepKKOM KOHTEMHepU3aLUnm.

Redis HepensunoHHas pes3naeHTHas cuctema ynpasneHus 6azamu AaHHbIX

(CYBA) knacca NoSQL. XpaHUT AlaHHble B BUAE Nap «KAOUY-3HaYEHUNEeY.

LleHTp MOHUTOPUHra n
aAMUHUCTPUPOBAHUA
DATAREON Platform

MHcTpymeHT DATAREON Platform, nossonsiowmii npocneguTb NyTb
COObLWEHNA OT Haya/bHOM [0 KOHEYHOW TOYKM, a TaKXKe OUEHMUTb
COCTOfIHWE BCeX CePBUCOB U CUCTEM.
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2 [loPANOK YCTAHOBKM KOMMNOHEHTOB SOFROSONEVIEW

2.1 MWHUMANBHBIE TEXHUYECKME TPEBOBAHWA ANA KOHTEMHEPOB
MporpammHble TpeboBaHuUA:

e OCcnoagepkoi make (app install make)

o Docker server Bepcua CE

AnnapaTHble TpeboBaHMA:
e [lnck: 1000 r6
e [poueccop: 12 apep 3.6 I'ry,
e OnepaTvMBHaA NamATb: 3216
e OnepauyunoHHas cuctema: Windows (c noaaeprkkon WSL2)
unm Linux (Ubuntu 20.04 LTS, Debian 11, Astralinux)

2.2 CXEMA UHTErPALMOHHOW APXUTEKTYPbI

MpoayKkT pa3sopaunsaeTca B BMAe KOoHTeWHepoB Docker. Huxke npeactaBneHa cxema, onucbiBatoLLas
COCTaB M NpefHa3Ha4YeHWe KOHTEMHEPOB, CUCTEMHble TPebOOBaHUA K PELUeHWUI0, @ TaKkKe aKTyasibHbli
CMUCOK AOCTYNOB K BHELWHMM CUCTEMAM A1 yCrelHoM paboTbl MOHMTOPKMHIA (NoaKkntouyeHue K AD gns
BXOZa B CUCTEMY U K APl LLeHTpa MOHUTOPUHra U agmuHuctpmpoBarHmnsa DATAREON Platform).

Datareon Platform cluster 1

Datareon Platform cluster 2

KowTeiinep s3anmonefcTayer ¢ API Liewpa
MOHWTOPHHIA W AMMHHCTPUPOBaHWA (KnacTep 1)

+ HAProxy dp-haproxy01 (192.168.0.4)
« dp-node-01 (192.168.0.1)
« dp-node-02 (192.168.0.2)
« dp-node-03 (192.168.0.3)

Noaxniovenne k AD ans
ayTenTHdMKaUMK noNb3OBaTENEN
MOHHTOpHHT

LDAP
Idap:/isofros.ru:389 .,
domain SOFROS

MoaknioueHnn K ppoHTeHa

+ MoaKniouenws uepes 6paysep k hitp://address:7079

Nginx KOHTelHep

« MpOKCHPOBAHKE 3aNPOCOB C PPOHTEHA
« BsawmogeiicTsyer c Container: WebApp, WebApi

clickhouse-1 KoHTeliHep

« PasheweHHe HOab 6asbi AarHbX
+ BsaumoaedicTayet ¢ Container: keeper

rabbitmg-1 koHTelHep

« BHyTPeHHHA OBMEH C CONYTCTEYI0WIM
cepicanmit

« Baumonedctayer ¢ Container:
notification-sender-1

/ Container: WebApi-1

MuHUManbHble TexHUYeckue TpeGoBaHUs ans
KOHTeNHepoB (CYMMapHo)

MporpammHble TpeGoBaHus:
+ OC c nonaepxxoi make (app install make)
+ Docker server sepcis CE

AnnapatHble TpeGoBaHNs:

+ [wox 1000 16

- Mpoueccop: 12 waep 36 Mru

+ OnepatuaHan nawsTs: 32 16

+  OnepauvonHas cuctema: Windows wm Linux

Container: WebApp-1
Container: Redis-1
Container: Ngnix-1

Container: keeper-1

Container: clickhouse-1

Container: postgres-1

Container: rabbitmg-1

\\ Container: notification-sender-1

KowTeiep esanmopencteyer c API Lienpa
MOHWTOPMHIa W AAMMHWCTPMPOBAHMS (KnacTep 2)

+ HAProxy dp-haproxy02 (192.168.0.5)
« dp-node-01 (192.168.0.6)

Docker cepBep

+* Ha cepaepe pasmewaerca rpynna
KOHTENHEPOB C PEUWEHIEM 110 MOHHTOPHHTY
coobuienitit

WebApi KoHTelHep

« Paswewenie webApi + Metrics Exporter
« Baumoneicrayer c Datareon Platform API
Kknacrep 14 knactep 2

WebApp KoHTeltHep

« Pasweuwenne webApp (pouTena)
« Baaumogeicrayet c Container: WebApi

Redis KoHTeiHep

« In-memory 6332 RaHHBIX € ONEPATHBHLIMM
K3LU GAHHBIMA
o RaaumonadcTrvet ¢ Contalner: WebAni

keeper KOHTeiHep

« Pasmewenve xoopanHaTopa 6asbi AarHbIX
¢ Container:

¥ .0 (33BUCHT OT KONU4ECTSA KOHTEIHEPOS
HOA-PENMK 6335 AaHHLIX)
postgres-1 KOHTeNHep

« Ba3a 4auHeiX C NONL3IOBATENAMM
MeTananHsM

notification-sender-1 koHTeHep

« Cepaic HoTUGWKaLIMH Nonb30saTenei
¢ Container: q

SMTP
email sofros u:587
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Ona npasunbHoro QyHKUMOHMPOBaHMA npoaykta SOFROS OneView Tpebyetca paspelleHue
MCNONb30BaHUA CNeayoLWMX CETEBbIX MOPTOB:

e API gnarHoctvkmn DATAREON Platform (http REST, port 7201)
e Active Directory (Idap, port 389)
e [loctynbl nosb3oBatenam SOFROS OneView (http, port 7079)
e  SMTP cepsep (port 587, 465, 25)
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2.3 [1oAroTOBKA K YCTAHOBKE

DATAREON Platform sBnsetca macwrabupyemolt n oTkasoycToinumsoli low-code nnatdopmoit ans
ynpaBAeHMA KOPNOPaATUBHLIMU JAHHBIMU U UHTErPALMOHHbBIMM MOTOKaMM.

MoHuTopuHr SOFROS OneView npeaHasHayeH cbopa v npeacTaB/AeHUA MOJ/b30BaTENO ONEpPaTUBHOM
MHpopmaumm no coobuieHnam, nepeagaBaembix Yepes DATAREON Platform.

OCHOBHbIM MCTOYHMKOM fAaHHbIX MOHMTOPWUHra SOFROS OneView sensaetcs DATAREON Platform,
pacwmpsa  YHKUMOHaNbHbIE TpaHuubl Ana paboTbl € aHaNUTUYECKMMM AaHHbIMM UM OT/IaZKu
MHTErpaLuMOHHbIX MOTOKOB.

Mepepg, yctaHoBKOM MoHMTOPMHIa SOFROS OneView Tpebyetca:

e Ybeautbca B Hannumm yctaHoBneHHon DATAREON Platform. O3HaKoMUTbCA C MMHUMAJIbHbIMU
CUCTEMHbIMM TpeboBaHMAMM U Waramm yctaHoBKn DATAREON Platform moxHo B opuLmancHom
OOKyMeHTalUuK, pa3melleHHon Ha caliTe https://docs-platform.datareon.ru.

e Ybeautbca B cOBNOAEHNUM MUHMMABbHBIX TEXHMYECKUX TpeboBaHMii SOFROS OneView.

e HacTtpouTb dpainn config.json cornacHo onmMcaHmIo HacTpPoeK.

e Tonyuntb paiin nmueHsmuu license.json ot BeHgopa SOFROS OneView.

O3HaKOMbTECH C COAEPKMMbIM YCTaHOBOYHOrO NakeTa, B KOTOPOM CoAeprKaTcs caeaytolme daibl n

nanku:
Uma Tun HasHaueHue ®aitn HacTPOIiKK
clickhouse Manka KoHourypauma 6a3bl 4aHHbIX U clickhouse/config.env
WMHULMAM3ALMOHHBIN CKpUNT
images Manka O6pasbl docker -
ngnix Manka HacTpoika nginx nginx/nginx.conf
webapi Manka HacTtpoiika webApi webapi/config.json
webapi/license.json
.env daiin rnobanbHble HACTPOIKM BEPCU
docker-compose.yml ®aitn Yml-dainn opkectpanmm
NPUNONKEHUA
install.sh ®aiin Bash-ckpunT ycTaHOBKM 06pa3os u3
nanku images Ha docker-cepsep
run.sh daiin Bash-ckpunT 3anycka ¢aina
OpKecTpaLmm C 3anyCcKom
NCMNOIHEHUA TPYMNNbl KOHTEMHEPOB
(docker-compose.yml)
stop.sh dainn Bash-ckpunT 3anycka ¢aiina
OPKeCcTpaLMm C OCTAaHOBKOW
WCMNOJTHEHUA TPYNbl KOHTEMHEePOB
(docker-compose.yml)
readme.md dainn NHCTpYKUMA-ONUCaHME Waros
YCTaHOBKM
129223, Poccuq, r. MocKBa, info@sofros.ru +7 (495) 82516 15
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2.4 YctAHOBKA SOFROS ONEVIEW

Ecnn noctasKa ocyliecTseHa B BuAe zip apxmsa:

1. 3arpysuTb yCTAaHOBOYHbIN NaKeT Ha cepeep Docker.
3arpy3Ka npom3BoamMTCcA AtobbIM AOCTYNHbIM CNOCOHOM.

2. BbINONHUTbL pa3apxmBaLMIO YCTAHOBOYHOMO NakKeTa.
PasapxuBauma nponssoamTca NH0ObIM AOCTYMHbIM CNOCOOOM M NPOrpaMmmMHbIM obecnevyeHnem.
[JonyckaeTca npegBapuTenbHan pasapxmBauua BHe cepsepa Docker.

3. Pasmectutb dann config.json u license.json B nanky webApi

4. 3anyctutb ckpunTinstall.sh.
CKpunT Npon3BeaeT 0Ka/IbHYO 3arpy3Ky obpasos B Docker.

5. 3anyctuTb cKpMnT run.sh.
CKpUNT BbIMOJIHUT KOMaHAY COMPOSE U CPOPMMUPYET KOHTEMHEPBI COT/TACHO onucaHuio paiina
docker-compose.yml.

6. BbinonHWTbL Nepexos B Beb-6paysepe no agpecy http://{ykaxute ip cepsepa docker}:7079.
Mpun ycnewHoM ycTaHOBKe 0TKpoeTca cTpaHuua SOFROS OneView.

7. Mpwn HeobxogMMOCTH BbINONHEHUS ocTaHOBKM SOFROS OneView BbINOAHUTE 3aMycK CKpMMTa
stop.sh.

Ecnn noctaBKka ocyuiecTteeHa B Buae deb:

1. Ecnv y Bac yCTaHOBNEHO NPU/IOXKEHUE Yepes zip U Bbl BbINOHAETEe OOHOBNEHME:

1.1 Caenatb 6eKkan volumes f0OKep-KOHTENMHEPOB NPUAOKEHNA. Ha3BaHMA HYyXKHbIX volume
AOJIKHbI HAYMHATBCA C NPUCTaBKM oneview._.

2.2 OcTaHOBUTb paboTatolLee NPUIOKEHNE CKPUNTOM stop.sh.

2.3 YcTaHOBWTb deb nakeT B COOTBETCTBUM C MHCTPYKLUEN.

2. YcTaHoBKa Yepes deb
2.1 3anycTuTb YCTaHOBKY noJsiydyeHHoro deb naketa. CnefoBaTh NOACKa3KaM B KOHCO/IM B C/lyyae
BO3HMKHOBEHMSA OLIMBOK Npu yCTaHOBKe.

2.2 Hactpoutb daiin etc\sofros\oneview\webapi\config.json (cornacHo pykoBoactsy nonb3osatens
W agMUHUCTpaTOpa).

2.3 Ckonuposartb B nanky etc\sofros\oneview\webapi daiin nmueHsnm, BbigaHHbIN BEHAOPOM
nporpammHoro npogykta (license.json).

2.4 HacTpouTb KoHbUrypaLMoHHble dainbl nginx, redis, postgres, clickhouse B cooTBeTCTBYIOWMX
nankax aupektopuu etc\sofros\oneview npu HeobxoanmocTu.

2.5 Y6eanTbea B Hannuun dainnos docker-compose.yml u .env B gupektopum etc\sofros\oneview.
HacTtpouTb 3T $pannbl npm Heobxoammoctun. Ecav aTu dalinbl oTCyTCTBYHOT, HEOOX0AMMO
CKonupoBaTb 3TasoHHble pannbl docker-compose.yml.example 1 .env.example 13 gupektopuu
opt\sofros\oneview B etc\sofros\oneview 1 nepevmeHoBaTb 1x, ybpas pacwmpeHue .example.
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3  OnUCAHUE HACTPOEK SOFROSONEVIEW

HacTpoiiku npeacrtasneHbl B BUAE KOHOUIYpaUMOHHbIX GaiaoB, BXOAAWMI B MNAKET NPUNONKEHUA.
HeobxoaMmo Npon3BecTM HAaCTPOMKM KOHPUTYpaUMOHHbIX paiinos ana 6a3sbl AaHHbIX 1 backend

HuKe npeacTasaeH npumep HacTpoek B paine webapi/config.json:

{
"ConnectionStrings": {
"SofrosClickHouseDB": "Compression=True;Timeout=300000;Host=clickhouse-
1;Port=8123;Database=sofrosdb;Username=sofros;Password=P@ssword;"
})
"AppSettings": {
"LdapConfig": {
"Server": "0.0.0.0",
"ServerPort": 389,
"Domain": "DOMAIN",
"DistinguishedName": "CN=MONITORING,OU=Sofros,DC=dtorghim,DC=local"
}J
"DefaultUserConfig": {
"login": "user",
"password": "user",
"name": "Ba30Bblii Nonb3oBaTeNb",
"email": "user@email.ru"
}J
"WritelLogTrace": ,
"WritelLogDebug": ,
"SelectBodiesLeftContentCount”:
"StoreDaysBodies": 30,
"MetricsExporterConfig": {
"MaxDegreeOfParallelism": 2,
"ServiceDatalnterval”: 3600,
"EventsInterval": 5,
"BodiesInterval": 5,
"DiagnosticInterval": 60,
"JournalsInterval": 5,
"AnalyticsServerInterval”: 0,
"Clusters": [
{
"IsActive": ,
"ClusterName": "DP cluster",
"RetryCount": 3,
"ConnectionConfig": {
"URLs": [
"https://192.168.0.1:7201"
]J
"UseProxy": R
"Login": "AgmuHucTtpaTop",
"Password": "Datareon!",
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"CacheToken": {
"Type": "Memory",
"LiveTimeMinutes": 20
}
})
"ResolveNodes": [],
"ResolveModules": [],
"EventsClusterConfig": {
"IsActive": 5
"ResolveEvents": [],
"ResolveMessageTypes": [
"DataMessage",
"Dt-StorageCommit",
"Dt-ExecuteAdapterHandlerResponse’
]J
"IgnoreEvents": [
"Query",
"Read",
"Delete”,
"Enqueue"”,
"Dequeue",
"Get"
]J
"IgnoreMessageTypes":
"Level": "Debug",
"InitDepthDays": 5,
"CountEvents": 1000,
"UseHistoryEvents":
"CountHistoryEvents":
¥
"BodiesClusterConfig": {
"IsActive": 5
"CountBodies": 50,
"CountDownloadBodiesInParallel": 5,
"CountMinutesToDateEnd": 1,
"Delay": 10,
"CacheMaxSize": 1000,
"CacheSlidingHours": 24,
"InitDepthDays": 1
}J
"JournalClusterConfig": {
"IsActive": R
"ResolveFeatures": [
"Custom",
"Step"
]J
"Level": "Debug",
"InitDepthDays": 5,
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"CountLogs": 1000
}J
"AnalyticsServerConfig": {
"IsActive": R
"ConnectionConfig": {
"URLs": [
"https://192.168.0.1:7207"
] J
"UseProxy": ,
"Login": "AgMuHucTpaTop",
"Password": "Datareen!",
"CacheToken": {
"Type": "Memory",
"LiveTimeMinutes": 20
}

}s
"RetryCount": 3,
"EnableExtractEvents":

}J
"ReportEventTypesConfig": {
"Success": [
"Finish",
"CompletePeekLock",
"RouteInt",
"Send",
"IntSend",
"IntReceive",
"Receive",
"Write",
"TransformOutSkip"
])
"InQueue": [],
"Error": [
"Error",
"TransportError",
"Delay",
"Archive"

]

})

"ReportViewConfig": {
"IgnoreTriggers": )
"MessageProcessCountMin": 1
"MessageProcessCountMax" :

}s
"ArchiveConfig": {
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"InitDepthDays": 7,
"LimitDaysToArchiving": 7
}J
"SMTPServerConfig": {
"From": "test smtpOl@test.ru",
"Server": "srv-mail.test.local",
"Port": "587",
"SSL": "false",
"Login": "test smtpol",
"Password": ""
})
"Logging": {
"LogLevel": {
"Default”: "Information",
"Microsoft.AspNetCore": "Warning"
}

}s
"AllowedHosts": "*"

YKaxute HEO6XO[1,MMbIe ana Bac HaCTPOﬁKM, B d)aﬁne npeacrtaBneHo onnCaHMe napamMeTpos
3Ha4YeHMAMMU NO YMOSTHAHUIO.

Mpumep 1. Hactpoiiku SofrosClickHouseDB:

"ConnectionStrings": {
"SofrosClickHouseDB": "Compression=True;Timeout=1000;Host=clickhouse-
1;Port=8123;Database=sofrosdb;Username=*****;password=****x* "

},

Mpumep 2. Hactpoiku LdapConfig
"LdapConfig": {

"Server": "sofros.ru",

"ServerPort": 389,

"Domain": "SOFROS",

"DistinguishedName": " OU=MNonb3oBaTenu,0U=000
CO®POC, OU=MockBa,OU=MNPON3BOACTBO,DC= sofros,DC=ru"

}

Mpumep 3. Hactpoiku SMTPServerConfig:
"SMTPServerConfig™: |
"From”: "test_smipel@gtest.ru”,
"Server™: "srv-mail.t ] 1"
"Port":
"SSL": "fal
"Login": "test smtpel”,
"Password™: ""
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